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A Pandora’s Box of Potential Liability

Today’s students have grown up in a digital world with easy access to computers, smart
phones, etc. As a consequence of the growth of social media sites, the students’ technical
sophistication more often than not outpaces their maturity and ability to use such tools
responsibly. The statistics from 2012 for the overall use of social media are staggering:
monthly active users on Facebook total nearly 850 million; there were 175 million tweets
sent from Twitter every day in 2012; and more than 5 million photos are uploaded to
Instagram everyday.

Consider some real case scenarios regarding students’ use of social media and determine
how your school would respond:

* A student posts several messages on their Facebook page that he will kill the
people he hates;

* A group of students create a website chronicling daily life at school that contains racist
statements and makes sexually explicit comments about female classmates; or

* A high school student creates a fake online profile of her principal, which contains the
principal’s picture from the school website, crude content, disparaging remarks about
the principal and his family, and allegations regarding his sexuality.
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Students’ personal use of social media has already begun to impact schools through cyber-bullying, threats of violence,
and disrespect of teachers and administrators. Such use of social media has resulted in suspensions and lawsuits against
the school due to inadequate social media policies. Districts must walk a fine line between harnessing students’ use of
social media to further the education mission while simultaneously avoiding violating student’s rights.

To help schools address students’ use of social media, SLRMA has prepared its District Social Media/Electronic
Communication Practice and Policy: Self-Audit Checklist and Best Practices. In Part 1, which is available for immediate
download, we address Student Social Media Policies. Coming later this year, in Part 2, we address administrator social
media policies. The use of these checklists will immediately help your school contend with an already contentious issue.

District Social Media Policy Checklist
Part 1: Student Social Media Policies

¢ Doesthe policy state that it does not typically apply to a student’s use of Personal Social Oves ONo
Media (such as the student’s personal Facebook page)?

¢ Doesthe policy state that it may apply when students are engaged in Personal Social
Media activities, such as Tweeting, that may substantially disrupt the educational program OYes ONo
provided by the district (even if they are in their home using technology, such as a laptop,
that is not provided by the district)?

* * * *

¢ Doesthe district have a definition of Personal Social Media that covers students' personal
use of the following categories of social media, if such media substantially disrupt the
educational program provided by the district: websites, blogs, online social networks OYes ONo
(including Facebook, MySpace, Instagram, Tumblr, Ning, and Twitter), wikis, photo and
video sharing websites (including YouTube, Flickr, Vimeo, and Skype), and virtual worlds?

¢ Doesthedistrict’s definition recognize that new forms of Social Media may develop

and state that the policy will cover new forms of social media even if they are not listed HYes HINo
explicitly in the policy?

¢ Doesthe policy state how students will be disciplined for inappropriate social media use OYes ONo
(i.e. does the traditional disciplinary code apply)?

¢ Doesthe policy include language designed to protect students' First Amendment rights OYes O No
under the Constitution, and any similar rights granted under the relevant state constitution?

¢ Doesthedistrict include the policy in the student handbook or other written materials OYes ONo
provided to students at the beginning of each school year?

¢ Doesthe district require teachers to educate students about the policy (and responsible OYes ONo
social media use in general)?

¢ Doesthedistrict require each school to host assemblies to discuss the policy? OYes ONo

¢ Doesthedistrict inform parents in writing about the policy and provide a copy of the OYes ONo

policy (or explain how parents can obtain a copy)?

This is a small sample of the 2013 District Social Media Policy Checklist, Part 1: Student Social Media Policies Self Audit Checklist.
Download the complete checklist at www.slrma.org
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Glendale school district says social media
monitoring isfor sudent safety

Glendale Unified is using a private firm in a bid against cyberbullying,
suicides, drugs and other ills. Critics say it infringes on privacy and
steps beyond schools jurisdiction.

September 16, 2013 - Glendale California News-Press
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